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« Background

—Ascend secure processor
—Path ORAM

 Motivation

* Integrity verification for Path ORAM



i  Privacy & Integrity in Cloud i ccan.

« Context: cloud computing

* Privacy: user’s data not leaked to anyone

* Integrity: computation is done correctly (user gets P(x))




Mir Secure Processors A conn

Address

Kk | Trusted 55

processor

Data

User data decrypted inside  Data can bencrypted
and computed Iin the clear but addressannot

+ Integrity (e.g. Aegis) Integrity?

— Leakage through address/timing/power  Privacy?



MiiT Leakage through Addresses

[ o

i fori=1to N i
! If (x==0) |
! sum += AJ | > Address sequenc@x00, 0x01, 0x0X
' else |
| sum += AQ] ——> Addresssequence0x00,0x00, 0x0X

* Previous work [HIDE, NDSS12] has shown access pattern
leakage in practical applications

 Addresses can be monitored by software



Mir Ascend secure processor i e

« Existing secure processors (e.qg., XOM, Aegis)
+ Can provide integrity

 Ascend: terminate leakage over above channels
— 1/0O channel: Oblivious RAM

— Timing and power channel ...
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iy Oblivious RAM (ORAM) A s

* Hide access pattern
— Read vs. write
— Make all address sequences indistinguishable

* Naive ORAM
— Read/write the entire memory on each access
— Probabilistic encryption = everything always changes
— O(N) overhead, N = # of data blocks (cache lines) in the memory

scan the entire
memory

addr 1)
Ascend — o
mem{addi @




IHir Path ORAM

 Path ORAM

— One of the most efficient ORAMs, simple

 External DRAM structured as a binary tree

— Each node contains Z blocks (Z=1 in the example below)

DRAM

ORAM controller

Position map
Stash

Block3

sk
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Block0 Block2
dummy dummy dummy Block1
path 0 1 2 3



Path ORAM

* Position Map: map each block to a random leaf

* Invariant: if a block is mapped to a path, it must be on
that path or in the stash

— Stash: temporarily hold some blocks

ORAM controller

Stash

Position Map

Block
B0
B1
B2
B3
B4

Path
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Mir Path ORAM Operation M esan

 Access Block 1 PosMap(B1)=3

— Read all blocks on path 3
O(L) = O(log(N))

— Write as many blocks as possible back to path 3

— Remap B1 to a new random path

ORAM controller | DRAM
|
Stash dummy : root
(B1,1) (B4,1) | (B3, 0)
|
Position Map ! /\
Block Path I (B0, 0) (B2, 3)
|
B0 0
. . : /\ /\
|
d d d B1, 3
B2 3 ! ummy ummy ummy| [ )
B3 0 : path 0 1 2 3
B4 1 | 10



Uiy Path ORAM Security L

A random path is read/written on every access

— Extracted from PosMap, which is always random and

fresh due to remapping

* All ciphertexts on the path always change

— Due to probabilistic encryption
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Mir Recursive Path ORAM L -

 Problem: Position map too large

» Solution: Recursion
— Trade off latency for smaller position map

« Ascend has 3~4 ORAMSs in the recursion

Conmno

Data ORAM

Block Path

Block Path

N~ :

4 GB 93 MB 2 MB 43 KB
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* Motivation for Path ORAM integrity

* Integrity verification for Path ORAM
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liT Motivation: Ascend Integrity A% ccun.

Ex(x), P

o R — B
r = P(x)
Ex(r)
Verifyg (s, P || x||7) s = MACk(P [[ x [| )

 Certified execution protocol: message authentication
code (MAC) for P, x,r

* Verify the integrity (freshness, authenticity) of external

memory
— Aegis verifies DRAM. Ascend has to verify Path ORAM

14



Mir Another Motivation A conn

 Recursive Path ORAM’s privacy is broken without

integrity verification when attackers can modify ORAM

— Revert PosMap ORAM s to force reuse of old leaf labels 55

 So we need to verify Path ORAM integrity

— To maintain privacy of recursive Path ORAM

— To achieve integrity in Ascend

15



Ul Outline AL eane

* Integrity verification for Path ORAM
—Verify one Path ORAM

— Verify recursive Path ORAM
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