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Motivation
 Industries rely on 3rd Party IPs (3PIPs) while designing SoC

 3PIPs are often black box to integrator

 A 3PIP may contain hardware Trojan which can do malicious 
activities while running the system

 A 3PIP can be a security threat for a system

 Industries rely on mutual verification of IP security concerns

Reference:
Security Assurance Guidance for Third-Party IP
Sherman, B., Borza, M., Rosenberg, B. et al. J Hardw Syst Secur (2017) 1: 38.
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Motivation
 Manual verification is a tedious job for security experts of 3PIP 

provider and integrator
 It may be time consuming depending on complexity of the IP. Hence, may 

lead to integration delay
 Highly dependent on security experts. So, possibility of existence of 

unidentified threat in the IP
 Current Hardware level solutions do not include automatic security policies 

generation
 No resource virtualization is present in literature and hence 

proper hardware isolation is not maintained
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Hardware Sandbox Concept

Figure 1: Structure of the Hardware Sandbox

 Non-trusted IPs are kept in a 
Sandbox with guards so that 
malicious activities cannot be 
performed by the IPs to the rest of 
the system

 A opposite concept of ARM Trustzone 
where trusted components are kept in 
a trusted zone.

 Virtualization of resources are 
provided to the IP to maintain proper 
isolation (e.g. V-UART, V-USB, V-
MEM etc.)
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Background and Definition

(a) IA Usr

(b) IA Msg

Figure 2: User and Message automaton for 
packet transmission
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Figure 3: Video capture, compression and transmission

Background and Definition

(a) IA Chan

(b) IA Usr and Msg
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Background and Definition
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Automatic Sandbox Generation
 Component Authentication Process 

for Sandboxed Layouts (CAPSL) - An 
automatic Sandbox generation 
framework

 IP functionality, Interface and access 
rules are defined in Property 
Specification Language (PSL)

 Interface automata and SERE 
expressions are given as input

 Level Transition Systems (LTS) 
translation is done using PSL rules

 Hardware Sandbox is generated in 
VHDL

Figure 3: Sandbox generation in CAPSL
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LTS Generation

Figure 4: One-hot implementation of 
"cocon" - automaton

 While doing LTS generation, two 
optimization is done: Pattern 
matching and one-hot coding

 One-hot coding reduces the need of 
additional logic for multiple interface 
inputs

 Transition diagram of "cocon" 
automaton shows many backward 
transitions

 Regular expression uses 3 FFs and 
logic and routing for backword 
transition

 Our optimjization requires 5 FFs and 
5 AND gates but no backward edge, 
hence more compact design
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Evaluation Platform

 Digilent Zybo FPGA board with Zynq-7000 FPGA
 Trust-hub bechmarks
 UART for external connection
 RS232-based hardware Trojans
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Case Study Result

 Resource overhead is negligible
 The overhead is absolute, will not 

grow with the size of the circuit
 Delay overhead shows no 

slowdown for adding Hardware 
Sandbox

 Overhead for virtualization is also 
very less
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Summary

 Our proposed design flow can generate Hardware Sandbox in 
VHDL language for an IP or multiple of IPs

 It reduces time and cost of Sandbox designing 

 Optimization is done for compact sandbox generation 

 It insures 100% detection of unexpected behaviour of IPs 

 The overhead is minimal
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